Page 1



3GPP TSG-SA WG3 Meeting #93 
S3-183317
Spokane (US), 12-16 November 2018
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.501
	CR
	0424
	rev
	-
	Current version:
	15.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	X
	Core Network
	


	

	Title:

	Editorial modification on gNB requirement

	
	

	Source to WG:
	ZTE Corporation

	Source to TSG:
	S3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2018-11-04

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Format in some place is not suitable.

	
	

	Summary of change:
	Some editorial modifications.

	
	

	Consequences if not approved:
	Format not suitable

	
	

	Clauses affected:
	5.3.4, 5.3.5, 5.3.6, 5.3.7, 5.3.8, 5.3.9, 5.3.10

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


******************* START OF CR *******************************************
5.3.4
Requirements for the gNB setup and configuration

Setting up and configuring gNBs by O&M systems shall be authenticated and authorized by gNB so that attackers shall not be able to modify the gNB settings and software configurations via local or remote access.

-
The certificate enrolment mechanism specified in TS 33.310 [6] for base station should be supported for gNBs. The decision on whether to use the enrolment mechanism is left to operators. 

-
Communication between the O&M systems and the gNB shall be confidentiality, integrity and replay protected from unauthorized parties. The security associations between the gNB and an entity in the 5G Core or in an O&M domain trusted by the operator shall be supported. These security association establishments shall be mutually authenticated. The security associations shall be realized according to TS 33.210 [3] and TS 33.310 [5].

-
The gNB shall be able to ensure that software/data change attempts are authorized. 

-
The gNB shall use authorized data/software. 

-
Sensitive parts of the boot-up process shall be executed with the help of the secure environment. 

-
Confidentiality of software transfer towards the gNB shall be ensured.

-
Integrity protection of software transfer towards the gNB shall be ensured.

-
The gNB software update shall be verified before its installation (cf. sub-clause 4.2.3.3.5 of TS 33.117 [24]).

5.3.5
Requirements for key management inside the gNB

The 5GC provides subscription specific session keying material for the gNBs, which also hold long term keys used for authentication and security association setup purposes. Protecting all these keys is important. The following requirements apply:

-
Any part of a gNB deployment that stores or processes keys in cleartext shall be protected from physical attacks. If not, the whole entity is placed in a physically secure location, then keys in cleartext shall be stored and processed in a secure environment. Keys stored inside a secure environment in any part of the gNB shall never leave the secure environment except when done in accordance with this or other 3GPP specifications. 

5.3.6
Requirements for handling user plane data for the gNB

The following requirements apply:

-
Any part of a gNB deployment that stores or processes user plane data in cleartext shall be protected from physical attacks. If not, the whole entity is placed in a physically secure location, then user plane data in cleartext shall be stored and processed in a secure environment. 

5.3.7
Requirements for handling control plane data for the gNB 

The following requirements apply:

-
Any part of a gNB deployment that stores or processes control plane data in cleartext shall be protected from physical attacks. If not, the whole entity is placed in a physically secure location, then control plane data in cleartext shall be stored and processed in a secure environment. 

5.3.8
Requirements for secure environment of the gNB

The secure environment is logically defined within the gNB. It ensures protection and secrecy of all sensitive information and operations from any unauthorized access or exposure. The following list defines the requirements of the secure environment:

-
The secure environment shall support secure storage of sensitive data, e.g. long-term cryptographic secrets and vital configuration data.

-
The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use longterm secrets (e.g. in authentication protocols).

-
The secure environment shall support the execution of sensitive parts of the boot process.

-
The secure environment's integrity shall be assured.

-
Only authorised access shall be granted to the secure environment, i.e. to data stored and used within it, and to functions executed within it.

5.3.9
Requirements for the gNB F1 interfaces

Requirements given below apply to gNBs with split DU-CU implementations using F1 interface defined in TS 38.470 [31]. Signalling traffic (i.e. both F1-C interface management traffic defined in TS 38.470 [31] and F1-C signalling bearer defined in TS 38.472 [32] and user plane data can be sent on the F1 interface between a given DU and its CU.

-
F1-C interface shall support confidentiality, integrity and replay protection. 

-
All management traffic carried over the CU-DU link shall be integrity, confidentiality and replay protected.

-
The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane.

-
F1-C and management traffic carried over the CU-DU link shall be protected independently from F1-U traffic.

NOTE:
The above requirements allow to have F1-U protected differently (including turning integrity and/or encryption off or on for F1-U) from all other traffic on the CU-DU (e.g. the traffic over F1-C).

5.3.10
Requirements for the gNB E1 interfaces

Requirements given below apply to gNBs with split DU-CU implementions, particularly with an open interface between CU-CP and CU-UP using the E1 interface defined in TS 38.460[41].

-
The E1 interface between CU-CP and CU-UP shall be confidentiality, integrity and replay protected  

******************* END OF CR *******************************************
